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Introduction to Cryptography 
 
If you are implementing a secure environment and you do not implement encryption you 

will not have a secure environment. You can implement routers, firewalls, intrusion 

detection, virus protection, policies and procedures, but if there is no encryption you will 

not have a secure environment. 

 

Encryption is fundamental to a secure information environment. Passing data around a 

system and over the network in a clear text form is very insecure. Systems and 

communication lines can be monitored by unscrupulous individuals eavesdropping on 

valuable information which they can view or intercept and modify. Encryption in a secure 

information infrastructure is implemented at various levels in the architecture and in 

various components. This is consistent with the idea of security in depth. Encryption 

technologies are included as part of many products; applications, operating systems, 

network devices. How (and if) the encryption technology is used is dependent on the 

organization and its users.  

 

Cryptography is the science of disguising messages. Disguising a readable message is 

called encryption. Translating the disguised message back to a readable form is called 

decryption.  

 

Encryption has been used for centuries to disguise messages from adversaries. The 

Romans used encryption in their military operations to protect sensitive messages. The 

Germans during World War 2 used the enigma machine to encrypt messages about 

military secrets so the allies would not be aware of strategy and tactics.  

 

Nowadays in addition to protecting government secrets there are many uses for 

encryption technology in commercial applications. The need to protect medical, financial 

records or company trade secrets are a few of the areas that encryption is used. 

 

 

Terminology 
Cryptography is a field loaded with terminology, acronyms and concepts. Many of the 

concepts are rooted in mathematics and computer science. Following are some common 

terms you should become familiar with for understanding encryption.  

 

 Plaintext – a message in a human readable form. 



 Ciphertext – a message in an encrypted form. 

 Encryption key – a secret sequence of characters or symbols that is used to 

encrypt a message from plaintext to ciphertext. 

 Decryption key – a secret sequence of characters or symbols that is used to 

decrypt a message from ciphertext to plaintext. 

 Cryptosystem – A cryptosystem encrypts and decrypts messages allowing only 

people (or processes) that possess the correct keys to read the messages. 

 Cryptography – The science of designing, developing and using cryptosystems. 

 Cryptanalysis – The science of breaking a cryptosystem, so that the content of 

messages is no longer hidden. 

 Cryptology – The study of cryptography and cryptanalysis. 

 Cipher – another term used to describe an encryption or decryption algorithm. 

 

 

Types of Encryption Technology 
There are several technologies, tools and techniques we will be discussing that fall under 

the category of encryption.  

 

Encryption algorithms fall into two broad categories; symmetric and asymmetric 

encryption. Let’s first look at the components that make up a symmetric encryption 

system or symmetric cryptosystem.  

 

 

Symmetric Encryption 
Symmetric encryption is a common form of encryption used in commercial and 

government applications. Symmetric encryption requires that the same key is used to 

encrypt and decrypt the data. First consider the following definitions for symmetric 

encryption. 

 
1. Plaintext – This is the original message or data. It may be readable text or data in 

a variety of forms such as binary or compressed data. 

2. Ciphertext – This is the encrypted plaintext (i.e. scrambled data). 

3. Encryption algorithm – the process of converting the plaintext to the ciphertext. 

4. Decryption algorithm – the process of converting the ciphertext to the plaintext. 

5. Secret key – the secret key is input to the encryption and decryption algorithms.  

 

What makes a cryptosystem work is having a proven algorithm and a strong key. 

By proven algorithm we refer to algorithms that have certain characteristics of how well 

they “mix up” or encrypt the plaintext producing the ciphertext. For decryption the 

“mixing up” of the ciphertext must be done in the reverse order that it was done for 

encryption. “Mix up” is not the technical term, but it should be illustrative at this point of 

the discussion of what is occurring.    

 



By strong key we are referring to a key that is difficult for an attacker to figure out what 

it is. The strength of the key is directly related to the length of the key. With a 

symmetric encryption algorithm encryption and decryption is done with the same key.  

 

Example: 

 Person A wants to encrypt a message that only person B can decrypt, both person 

A and person B must possess the same key.  

 Person A uses the secret key and the plaintext as inputs to the encryption 

algorithm producing the ciphertext. 

 Person A sends the ciphertext to Person B. 

 

 Person B receives the ciphertext. 

 Person B uses the secret key and the ciphertext as inputs to the decryption 

algorithm producing the plaintext. 

 

 

 

 
  

 

 

The way symmetric encryption algorithms work is that the plaintext and the secret key 

are combined by using a series of mathematical and logical operations. The results of the 

operation produce the ciphertext. The decryption algorithm works by performing the 

inverse of the encryption. The plaintext and the secret key are combined by using the 

same mathematical and logical operations used for encryption only they are performed in 

reverse order.    

 
Discussion: 

A question to ask with symmetric encryption is how do two parties securely 

exchange the secret key? If Person A and Person B are within close proximity 

Encrypt Decrypt Ciphertext 
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Plaintext 

Secret Key 

Plaintext 

Person A Person B 



they can manually exchange the secret key. If however Person A and Person B are 

separated by a large distance exchanging the key becomes more complicated. The 

key could be mailed or sent using ftp but that could open a security breach since 

an attacker could observe the key. If the symmetric key cannot be securely 

exchanged any message exchange using the key cannot be considered secure. 

Overcoming symmetric key exchange between parties is an interesting problem 

that merits more discussion. For symmetric encryption to work the key exchange 

has to be secure.  

 

 

Encryption and Decryption Mechanics 
Two techniques that are used during encryption are substitution and transposition. 

These techniques are used in both symmetric and asymmetric algorithms.  

 

To illustrate these concepts I am going to introduce two basic encryption and decryption 

algorithms. The Caesar cipher and the rail fence cipher. 

 

Substitution  
The Caesar Cipher is an example of a substitution cipher. The Caesar cipher was 

attributed to the Greeks although it was used by the Roman conqueror Julius Caesar and 

his armies for encrypting and decrypting messages. 

 

A substitution cipher is a technique where one character or element of information is 

replaced or substituted for another. A more descriptive term for this cipher is the ROT-n 

cipher, where ROT stands for Rotate and n equals a number representing the number of 

positions to rotate the alphabet for encryption or decryption.  The way ROT works is that 

a mapping is done between the alphabet and the alphabet shifted according to the ROT 

value.  

 

Consider an example using English text and a rotate value of 5. The clearest way to see 

the ROT cipher is to write out the English alphabet and then under it write the alphabet 

shifted the number of places that correspond to the ROT value. 

 

Note: To ensure proper alignment of one row under another you should use a 

Courier font. This ensures that each character is of the same width. Other 

techniques to ensure alignment are to use tabs. 

 

Example: 
ABCDEFGHIJKLMNOPQRSTUVWXYZ    Row 1 

FGHIJKLMNOPQRSTUVWXYZABCDE    Row 2 

 

If the plaintext to encrypt is: 
 THIS IS THE ANSWER 

  

The ciphertext becomes: 
YMNX NX YMJ FSXBJW 



 

 

If we consider the five components that comprise a symmetric cipher the above example 

would break down as follows: 

 

1. Plaintext –     THIS IS THE ANSWER 

2. Ciphertext –  YMNX NX YMJ FSXBJW 

3. Encryption algorithm – mapping of Row 1 to Row 2 

4. Decryption algorithm – mapping of Row 2 to Row 1 

5. Secret key – how to set up Row 1 and Row 2 (includes the alphabet and the rotate 

values) 

 

 

To decrypt the ciphertext reverse the substitution of each character from row 2 to the 

corresponding entry in row1.Effectively, row 1 is the plaintext row and row 2 is the 

ciphertext row. 

 

The Caesar cipher is an example of a substitution cipher. For encryption each character in 

the plaintext is substituted for a character in the ciphertext according to encryption and 

decryption algorithm. For decryption each character in the ciphertext is substituted for a 

character in the plaintext according to the decryption algorithm.  

 

In this example we used the English alphabet, but any alphabet would have sufficed. 

Further, the alphabet could have been an arbitrary collection of symbols, colors or bit 

strings.  

 

Key points to remember when performing encryption and decryption are: 

 The steps for encryption or decryption must be done in order  

 No step can be skipped 

 No step can be altered 

 

In other words the algorithms for encryption and decryption must be followed exactly.  

 

 

Transposition 
The rail fence cipher is an example of a transposition cipher. A transposition cipher is a 

cipher that shifts the plaintext according to some algorithm. The resulting ciphertext 

represents a permutation of the plaintext.  

 

Rail Fence 1 
The railfence cipher works as follows. 

 

1) The plaintext is laid out for reference 

 

2) The depth of the rails to use is determined. In the first example we use 2 rails 

(or rows). 



 

3) The plaintext is laid out in the rails. The 1
st
 plaintext character is placed in the 

1
st
 rail,

 
the 2

nd
 plaintext character is placed in the 2

nd
 rail. The 3

rd
 plaintext 

character is placed in the 1
st
 row and so on. This continues on in this zigzag 

pattern until all of the plaintext has been laid out. As each character is placed 

in its respective rail the character is shifted over one position to diagonally 

align with the rail above or below. When a space is encountered drop it.  

 

Dropping spaces between words does require that when decryption occurs it is 

apparent where the spaces should be placed in the resulting plaintext. Adding 

spaces to a natural language is easy enough assuming the person decrypting 

understands the natural language. Adding arbitrary characters such as a space 

to a ciphertext that is not a natural language is virtually impossible.   

 

4) Read the rails off in rail (row) order. Separate each rail with a space. 

  

 

Note: To ensure proper alignment of one row under another you should use a 

Courier font. This ensures that each character is of the same width. Other 

techniques to ensure alignment are to use tabs. 

 

 

Example: 

 
1) THIS IS THE ANSWER 

 

2) Use 2 rails in this example. 

 

3) T  I  I  T  E  N  W  R  Rail 1 

  H  S  S  H  A  S  E   Rail 2 

 

4) TIITENWR HSSHASE 

 

 

 

The following example will use a depth of 3 rails to illustrate a point about how the text 

is laid out. Note the text is laid out in the rails in a down and up pattern. You can read the 

text starting in the top left following the diagonal down and then up, down and up.  
 

Example: 

 
1) THIS IS THE ANSWER 

 

2) Use 3 rails in this example. 

 

3) T   I   E   W    Rail 1 

    H S S H A S E   Rail 2 



   I   T   N   R   Rail 3 

 

4) TIEW HSSHASE ITNR 

 

 

  

To decrypt the cipher text from the above example perform the following steps 

 

1) The ciphertext is laid out for reference 

 

2) The depth of the rails to use is determined by the number of character groups. 

In this example there are 3 character groups so we use 3 rails (or rows). 

 

3) The ciphertext is laid out in the rails. The 1
st
 ciphertext group is placed in the 

1
st
 rail,

 
the 2

nd
 ciphertext group is placed in the 2

nd
 rail. The 3

rd
 ciphertext 

group is placed in the 3
rd

 row and so on. This continues on until all of the 

ciphertext character groups have been laid out. As each character group is laid 

out in its respective rail you can add spaces to create visual separation in the 

zigzag pattern.  

 

Dropping spaces is not absolutely necessary but it does add to some confusion 

being added to the resultant ciphertext. Dropping spaces does require that 

when decryption occurs it is apparent where the spaces should be placed in the 

resulting plaintext. Adding spaces to a natural language is easy enough 

assuming the person decrypting understands the natural language. Adding 

arbitrary characters such as a space to a ciphertext that is not a natural 

language is virtually impossible.   

 

4) Read the plaintext starting in the top left corner (rail 1) and proceeding 

diagonally down and then up. 

 

5) Add spaces to resultant plaintext. 

 
 

Example: 

 

1) TIEW HSSHASE ITNR 

 
2) 3 character groups, use 3 rails 

 

3) T   I   E   W 
 H S S H A S E 

  I   T   N   R  

 

4) THISISTHEANSWER 
 

5) THIS IS THE ANSWER 



 

 

 

Rail Fence 2 
The following example is an alternative rail fence cipher. Various variations on ciphers 

will work providing the rules of the encryption and decryption algorithms are 

followed exactly. With two different types of ciphers there are two different 

encryption/decryption algorithms.  You can not mix and match encryption and decryption 

algorithms. For a given encryption algorithm you need to use the corresponding 

decryption algorithm. 

  
The following example will use a depth of 3 rails but will lay out the ciphertext in a 

different pattern than in rail fence 1. The text in this example is laid out in the rails 

starting at the top and proceeding to the bottom rail. The next character starts back at 

the top rail and proceeds down. You can read the text top to bottom. 
 

1) THIS IS THE ANSWER 

 

2) Use 3 rails in this example. 

 

3) T   S   T  A    W  Rail 1 

 H   I   H    N    E  Rail 2 

    I    S   E   S    R Rail 3 

 

4) TSTAW HIHNE ISESR 

 

 

With rail fence 2 as with rail fence 1 you divide the ciphertext into groups separated by 

spaces denoting each rail. This is necessary to lay out the ciphertext for decrypting. When 

deciphering any ciphertext for the rail fence you must know how many lines were used to 

encrypt the message. In this case there were 3 lines. There are techniques that can be used 

for disguising the rail boundaries, but the special rules make decryption a bit more 

difficult.  

 

  

Binary Operations  
I mentioned above that encryption works by “mixing up” the plaintext producing the 

ciphertext. The preceding examples used natural language as the plaintext, so it was 

“relatively” easy to recognize the substitutions and transpositions that were done. In 

practice ciphers work on the “bit” representation of the plaintext. Not all data is in human 

readable form, rather it is in binary form. Data in binary form appears to be a string of 

ones and zeros (e.g. 11110101011). 

 

Data that is stored in a computer is stored in binary form. Binary data is represented by a 

string of 1’s and 0’s. Natural language characters such as the English alphabet are stored 



in the computer as binary code. Programs and devices are able to interpret the binary 

code for characters as the printable characters we recognize.  

 

The printable characters we recognize are known as the ASCII (American Standard Code 

for Information Interchange) character set. Each printable character has a code associated 

with it. For example, the code for an uppercase A is 065 decimal. The binary 

representation for uppercase A is 01000001. 

 

There are numerous resources that describe the ASCII character set as well as websites 

for converting ASCII characters to their binary equivalents. Following is one website.    

http://www.roubaixinteractive.com/PlayGround/Binary_Conversion/Binary_To_Text.asp 

 

Encrypting the character string THE to ETH results in a ciphertext that is relatively easy 

to recognize. However if we look at the binary representation of THE we see a string of 

1’s and 0’s that aren’t as easy to recognize unless you know they are in ASCII. 

 

 Binary representation of  “THE” 

010101000100100001000101 

 

Most people doing cryptanalysis would start by assuming that the binary string is ASCII. 

Once that is determined decoding the message is simple. But assume that a series of 

substitutions and transpositions were done on the binary string using the binary secret 

key resulting in: 

 

 Binary representation with substitutions and transpositions: (fictitious string 

to illustrate) 

111000111000001101010111 

 

This makes the ciphertext much more difficult for an attacker to decrypt your data.  

 

The encrypting of binary data is done by performing logical binary operations on the 

data. The operations are still considered substitution and transposition but they are binary 

operations. The next section will review the binary operations to provide you some 

insight into how encryption is done. Binary operations should be common to 

programmers and students of programming, but to others they are not well known. 

 

 There are 4 basic operations we are going to review. AND, OR, XOR, NOT. We will use 

some descriptive text and truth tables. 

 

 

 

AND 
The AND operation is computed by comparing two binary numbers in their respective bit 

positions.  

 If both bits are 1 the result is 1 

 If one bit is 1 and the other 0 the result is 0, 

http://www.roubaixinteractive.com/PlayGround/Binary_Conversion/Binary_To_Text.asp


 If both bits are 0 the result is 0 

 

Example: 

  

AND  

A   B RESULT 

1 1 1 

1 0 0 

0 1 0 

0 0 0 

 

 

OR 
The OR operation is computed by comparing two binary numbers in their respective bit 

positions.  

 If both bits are 1 the result is 1 

 If one bit is 1 and the other 0 the result is 1, 

 If both bits are 0 the result is 0 

 

Example: 

 

OR  

A   B RESULT 

1 1 1 

1 0 1 

0 1 1 

0 0 0 

 

 

XOR 
The XOR operation is used a lot in encryption and decryption algorithms. The XOR 

operation is computed by comparing two binary numbers in their respective bit positions.  

 If both bits are 1 the result is 0 

 If one bit is 1 and the other 0 the result is 1 

 If both bits are 0 the result is 0 

 

Example: 

  

XOR  

A   B RESULT 

1 1 0 

1 0 1 

0 1 1 

0 0 0 



 

  
XOR has the property that it is reversible. This is an important point to understand 

particularly with respect to ciphers. 

 

Example: 

Start with some Plaintext in binary format and XOR it with a binary 

secret key. Then XOR the previous result with the secret key and the 

result is the original plaintext. 

 
      100010001 Plaintext 

  XOR 100001000 Secret Key   

   000011001 Result 

 

000011001 Result  

  XOR 100001000 Secret Key 

   100010001 Original Plainext 
      

   

  

 

Attributes of Symmetric Cipher 

 
Block or Stream? 
Symmetric ciphers are typically used to encrypt large amounts of information. There are 

many symmetric ciphers available that have been subjected to cryptanalysis. Symmetric 

algorithms run quite fast, compared to asymmetric algorithms. Symmetric ciphers lend 

themselves to being developed in a modular fashion in either hardware, software, 

firmware or a combination. Key sizes for symmetric ciphers tend to be in the range of 64 

to 512 bits. Some algorithms use one key size, others allow different key sizes. A “key” 

problem that needs to be dealt with symmetric encryption is secure sharing of the 

secret key. 

 

Within the genre of symmetric ciphers there are block or stream ciphers. Ciphers encrypt 

units of plaintext producing ciphertext. Symmetric ciphers can be categorized as block or 

stream ciphers. Some applications may lend themselves more to using one type of cipher 

instead of another. For example, a database or email application that needs to 

encrypt/decrypt data stored in blocks may find it straightforward to apply a block cipher 

to the blocks of data. This is contrasted with an application needing to encrypt/decrypt 

streams of characters such as a web application streaming information between a web 

browser and web server, or a network streaming data through the router or a real-time 

voice application might find using a stream cipher more applicable.  

 

The suitability of using a block or stream cipher to an application does not preclude using 

one or the other. There is no inherent reason why a block cipher must be used over a 

stream cipher or vice versa. For example, a streaming application could buffer data into 



blocks and then encrypt the data blocks and re-stream the cipher text. Or a block 

application could read the data from each block in the form of a stream and apply a 

stream cipher. 

 

 

Block Ciphers 
Block ciphers are the most common type of cipher. Block encryption works by 

encrypting or decrypting one block of data at a time. Each block is the same size. The 

blocks can be any size but typical block sizes are 64, 128 or 256 bits of information, 

which happen to be in powers of 2. Assuming 8 bits for each “character” the block is 8, 

16 or 32 characters in size.  

 

The larger the block the more secure the encryption, but the slower the encryption 

algorithm runs. The inverse is that the smaller the block size the less secure the 

encryption, but the faster the encryption algorithm runs.  

 

Block ciphers are not unique to either symmetric or asymmetric ciphers. They are used in 

both. 

 

 

Examples of Block Ciphers 
 

DES (Data Encryption Standard) 

A commonly used encryption algorithm used in numerous applications. The algorithm is 

actually known as DEA (Data Encryption Algorithm). It uses a key length of 56 bits and 

encrypts 64 bit blocks. It was adopted in 1977 by the National Institute of Standards and 

Technology (NIST). Current concerns are with the strength of the encryption algorithm 

and the relatively small key size. 

 

3DES (Triple Data Encryption Standard) 

To combat the concerns with the weakness of DES, 3DES was developed which uses a 

key length of 168 bits, which is 3 times the key size used in DES. 3DES was incorporated 

into the Data Encryption Standard in 1999. An attraction with the use of 3DES is 

twofold: 

 

1. The underlying algorithm is DES therefore applications implementing DES are 

compatible with 3DES with minimal changes. 

2. DES has been subjected to decades of scrutiny and this is extended to 3DES since 

the algorithm is the same. 

 

AES (Advanced Encryption Standard) 

Many of the concerns with DES are extended to 3DES. To overcome the limitations of 

DES, NIST put out a request for new encryption algorithms in 1997. Criteria to evaluate 

the new algorithms were defined for: performance, security strength, applicability to 

implementation in hardware and software and flexibility. 

 



Rijndael was selected the “winner” of the encryption algorithm contest and adopted by 

NIST as the AES standard. AES is now widely implemented in many commercial 

applications. AES uses a block length of 128 bits and allows variable key lengths of 128, 

192 and 256 bits. Rijndael is a portmanteau of the names of the two inventors Vincent 

Rijmen and Joan Daemen. 

 

Twofish 

Twofish was an entry in the NIST contest in 1997 contest but was not selected. It is 

related to an earlier implementation known as Blowfish. It is used by many commercial 

products. It uses a 128 bit block size and variable key sizes up to 256 bits. The algorithm 

is in the public domain and freely available for use.  

 

 

Stream Ciphers 
Stream ciphers work by combining the plaintext with a key stream. The combination of 

the two is done through logical operations which are typically the XOR. The unit of 

encryption is typically a byte (8 bits) but the unit could be as small as a bit and as large as 

several bytes in size. The key stream is generated by a pseudo random number generator 

(PRNG). 

 

Stream ciphers tend to be faster then block ciphers and can be relatively simple to 

implement. Some are criticized for not being cryptographically strong. For some 

applications that require high performance and present their data in streams, a stream 

cipher can be a good choice.  

 

Stream ciphers can be subjected to security problems if they are used incorrectly. In 

particular, if the period of reuse for the key stream is short the cipher is vulnerable to 

attack. This was a major weakness that resulted in the exploitation of encryption 

vulnerabilities in the WEP wireless encryption algorithm.  

 

 

Examples of Stream Ciphers 

 
RC4 

RC4 is probably the most widely used stream cipher. RC4 is a simple and fast algorithm. 

It was implemented by Ron Rivest from RSA security in 1987. It is implemented in the 

SSL (Secure Sockets Layer) of the TCP/IP protocol to encrypt internet traffic. It is also 

used by the Wireless Equivalency Protocol (WEP) to secure wireless communications 

however; deficiencies related to how RC4 is implemented in WEP resulted in WEP 

having security issues. WEP was superseded by Wi-Fi Protected Access (WPA) which is 

a stronger encryption algorithm. 

 

The security flaws in WEP had to do with the size of the initialization vector (IV) which 

is used to establish the encryption key. The IV is short and easily repeated by an attacker 

using brute force techniques. WPA corrected some of these problems by making use of 

Temporal Key Integrity Protocol (TKIP) which provided increased mixing of the key 

http://en.wikipedia.org/wiki/Vincent_Rijmen
http://en.wikipedia.org/wiki/Vincent_Rijmen
http://en.wikipedia.org/wiki/Joan_Daemen


ensuring different keys were used for each data packet. Other controls were also added 

such as sequence numbers. Eventually, weaknesses with WPA were found which led to 

the implementation of WPA2; which in turn had its own set of strengths and weaknesses. 

 

Vernam Cipher 

The Vernam cipher is named after the inventor of the stream cipher, Gilbert Vernam. The 

Plaintext was combined with a key stream. The keystream was on a looping teletype tape 

which was combined with the plaintext producing the ciphertext. The longer the looping 

teletype tape the longer the period of repeat for the key thus the more difficult to break 

the key. The shorter the looping teletype tapes the shorter the period of repeat for the key 

and the easier it is to break the key. 

 

The One Time Pad (OTP) also developed by Vernam is another stream cipher that has a 

key that does not repeat and is theoretically impossible to crack. 

 

Both of these stream ciphers are useful to learn about in the study of ciphers.  

 

 

Summary 
This scratches the surface for symmetric encryption. There are numerous symmetric 

encryption algorithms, both block and stream. Each algorithm has different performance 

characteristics and different cryptographic strength. The common attribute for all 

symmetric algorithms is that they use the same key for both encryption and decryption. 

Now we will continue the discussion by moving to asymmetric encryption. 


