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ANTI-THEFT — PASSIVE ANTI-THEFT SYSTEM (PATS)

See the Tribute Wiring Diagram for schematic information.

Principles of Operation

The passive anti-theft system (PATS) uses radio frequency identification technology to deter a drive away theft.
Passive means that it does not require any activity from the user. This system is known as SecuriLock in North
America, Safeguard in the U.K., and PATS in continental Europe.

The PATS uses a specially encoded ignition key. Each encoded ignition key contains a permanently installed
electronic device called a transponder. Each transponder contains a unique electronic identification code out of
over four quadrillion possible combinations.

Each encoded ignition key must be programmed into the vehicle's powertrain control module (PCM) before it can
be used to start the engine. There are special diagnostic repair procedures described that must be carried out if
a new encoded ignition key is necessary.

The PATS transceiver communicates with the encoded ignition key. The PATS transceiver is located behind the
steering wheel column shroud and contains an antenna connected to a small electronics module. During each
vehicle start sequence, the transceiver reads the encoded ignition key identification code and sends data to the
PCM.

The control functions are contained in the PCM. This module carries out all of the PATS functions, such as
receiving the identification code from the encoded ignition key and controlling the engine enable. The PCM
initiates the key interrogation sequence when the vehicle ignition switch is turned to RUN or START.

All elements of the PATS must be functional before the engine is allowed to start. If any of the components are
not working correctly, the vehicle will not start.

The PATS uses a visual theft indicator. The indicator will prove out for three seconds when the ignition switch is
turned to RUN or START under normal operation. If there is a PATS problem, this indicator will either flash
rapidly or glow steadily when the ignition switch is turned to RUN or START. The PATS system also flashes the
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theft indicator every two seconds at ignition OFF to act as a visual deterrent. The PATS theft indicator is located
in the hybrid electronic instrument cluster (HEC). The anti-theft indicator illumination is controlled through the
standard corporate protocol (SCP) communications network. The PCM sends the illumination command through
the SCP communication network to the HEC. The HEC then triggers the anti-theft indicator to illuminate. For
more anti-theft indicator information see 09-22 INSTRUMENT CLUSTER .

The PATS is not compatible with aftermarket remote start systems, which allow the vehicle to be started from
outside the vehicle. These systems may reduce the vehicle security level, and also may cause no-start issues.
Remote start systems must be removed before carrying out an investigation of PATS-related no-start issues.

The PATS will be activated and will disable the vehicle from starting if there is:

an incorrectly encoded ignition key.

a damaged encoded ignition key.

an unprogrammed key.

a non-encoded key (key has no electronics).

damaged wiring.

damaged PATS transceiver.

damaged PCM.

a module communications network concern.

Anti-Scan Feature

This feature will not allow the vehicle to start or crank if a non-programmed key is tried. The security light will
flash rapidly as long as the unprogrammed key is left in the ON position (during anti-scan mode) until 60-65
seconds has passed, it will briefly turn OFF, then the security light will begin flashing out a trouble code (15).

One of the following two steps must be followed to cancel the anti-scan mode. Otherwise, the vehicle will remain
in the anti-scan mode indefinitely.

1. Remove the unprogrammed key after you enter the anti-scan mode (before 60-65 seconds
have elapsed), and then insert a programmed key into the ignition. Turn it to the ON
position, wait 60-65 seconds (until the security light quits flashing) and then you can turn
the key OFF, then back ON to start the vehicle normally. Now all the previously
programmed keys will again work normally.

2. With the unprogrammed key in the ignition and in the ON position with the security light
flashing rapidly, wait 20 seconds, turn the unprogrammed key OFF and remove it. Now
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insert a programmed key in the ignition, turn it to ON, and start the vehicle. Now all
previously programmed keys will start the vehicle.

Inspection and Verification

1. Verify the customer concern by operating the system.

2. Visually inspect for obvious signs of mechanical and electrical damage.

Visual Inspection Chart  

Mechanical Electrical

Large metallic objects, electronic devices on the key
chain that can be used to purchase gasoline or similar
items, or another PATS ignition key (from a different
vehicle) on the same key ring as the passive anti-theft
system (PATS) ignition key

Ignition lock cylinder

PATS key

Use of a non-PATS key

More than one PATS key on key chain

Smart
junction
box (SJB)
fuse 7
(10A)

PATS
transceiver

Ignition
switch

Hybrid
electronic
instrument
cluster
(HEC)

Powertrain
control
module
(PCM)

3. If the concern remains after the inspection, connect the WDS or equivalent Tester to the data link
connector (DLC) located beneath the instrument panel and select the vehicle to be tested from the
WDS or equivalent Tester menu. If the WDS or equivalent Tester does not communicate with the
vehicle:

check that the program card is correctly installed.

check the connections to the vehicle.

check the ignition switch position.
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4. If the WDS or equivalent Tester still does not communicate with the vehicle, see the WDS or
equivalent Tester manual.

5. Carry out the DATA LINK DIAGNOSTICS test. If the WDS or equivalent Tester responds with:

CKT914, CKT915 or CKT70 = ALL ECUS NO RESP/NOT EQUIP, see 09-01H
COMMUNICATIONS NETWORK .

NO RESP/NOT EQUIP for PCM, see 09-01H COMMUNICATIONS NETWORK .

NO RESP/NOT EQUIP for HEC, see 09-01G PINPOINT TEST 1: NO
COMMUNICATION WITH THE INSTRUMENT CLUSTER .

SYSTEM PASSED, retrieve and record the continuous diagnostic trouble codes
(DTCs), erase the continuous DTCs and carry out self-test diagnostics for the
PCM 01-01 PCM QUICK TEST .

6. If the DTCs retrieved are related to the concern, go to the PCM Diagnostic Trouble Code (DTC)
Index to continue diagnostics.

7. If no DTCs related to the concern are retrieved, proceed to 09-01B SYMPTOM
TROUBLESHOOTING CHART — ANTI THEFT—PASSIVE ANTI-THEFT SYSTEM (PATS) to
continue diagnostics.

PCM Diagnostic Trouble Code (DTC) Index  

DTC Description Source Action

B1213
Anti-Theft Number of
Programmed Keys Is Below
Minimum

PCM
See Pinpoint Test 6: 09-01B PINPOINT TEST 6: ANTI-
THEFT NUMBER OF PROGRAMMED KEYS IS BELOW
MINIMUM .

B1342 ECU Is Defective PCM
INSTALL a new PCM. See 01-40 POWERTRAIN
CONTROL MODULE (PCM) .

B2103 Antenna Not Connected PCM
See Pinpoint Test 1: 09-01B PINPOINT TEST 1:
ANTENNA NOT CONNECTED .

B1600
PATS Ignition Key Transponder

Signal Is Not Received
PCM

See Pinpoint Test 2: 09-01B PINPOINT TEST 2: PATS
IGNITION KEY TRANSPONDER SIGNAL IS NOT
RECEIVED .

B1601
PATS Received Incorrect Key-

Code From Ignition Key
Transponder

PCM
See Pinpoint Test 3: 09-01B PINPOINT TEST 3: PATS
RECEIVED INCORRECT KEY-CODE FROM IGNITION
KEY TRANSPONDER .

B1602
PATS Received Invalid Format of

Key-Code From Ignition Key
Transponder

PCM
See Pinpoint Test 4: 09-01B PINPOINT TEST 4: PATS
RECEIVED INVALID FORMAT OF KEY-CODE FROM
IGNITION KEY TRANSPONDER .

B1681 PATS Transceiver Module Signal PCM See Pinpoint Test 5: 09-01B PINPOINT TEST 5: PATS
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Is Not Received TRANSCEIVER MODULE SIGNAL IS NOT RECEIVED .

B2431
Key program failure (defective

key on transceiver)
PCM

VERIFY if using correct PATS key. If defective, use new
key.

Expanded DTC Descriptions  

DTC Expanded Description

B1213

Less than 2 keys programmed to the PATS control. Erase the continuous codes, cycle the ignition, then
carry out the self-test again. If DTC B1232, B1600, B1601, B1602 or B1681 are present, they must be
serviced first. If DTC B1213 is the only self-test DTC, then cycle the second PATS key in the ignition to
program.

B1232 Transceiver module antenna failure. Memory failure in the PCM.

B1600
No PATS key read by the PCM. This can be caused by the PATS key, PATS transceiver, circuits
between the PATS transceiver and the PCM and/or the PCM.

B1601
Unprogrammed PATS key. There is no issue with the PATS key itself, but the key must be programmed
into the PATS memory (unless the maximum number of keys are already programmed). See Spare
Key Programming . No parts need to be replaced for this DTC.

B1602

Partial PATS key was read. Make sure that approved PATS key (Mazda, Rotunda, ILCO, Strattec, HUF
or Valeo) is being used. Large metal objects, additional PATS keys, or devices used to purchase
gasoline located on the customer's key ring can cause interference. Instruct the customer to keep such
items from touching the ignition key during engine start. It is not necessary to remove the objects from
the customer's key ring. Remote starter equipment can also cause this DTC. Remove any remote
starter equipment close to the transceiver before conducting further diagnosis. This DTC can be
caused by the PATS key or the PATS transceiver.

B1681

PATS transceiver module signal is not received by the PCM. This DTC can be caused by circuits
between the PATS transceiver and the PCM, the PATS transceiver or the PCM. Follow the pinpoint test
for diagnosis. This can also be caused by using the incorrect transceiver part number. Make sure that
the correct transceiver part number is being used.

B2103 Transceiver module antenna failure. Replace the transceiver module.

B2431 The ignition key was not programmed. Make sure that the correct key is being used.
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