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Introduction to Public key Infrastructure 
PKI (Public Key Infrastructure) is a term used to describe the entire infrastructure needed 
to implement public key encryption. This includes all the mechanisms to support 

authentication, integrity and confidentiality for the secure exchange of data between 

components. Implementing a PKI infrastructure is a huge undertaking that requires a lot 

of planning, resources, time, patience and management support. 

 
Some of the components required for a PKI implementation are: 

 Certificate Authority (CA) to manage the storage and distribution of certificates 

(public and private keys). , 

 Registration Authority (RA) to work with CA to vet and process certificate 

requests. Collect user information, manage requests from various geographies. 

 Sufficient hardware resources to serve the CA and RA functionality as very 

secure environments. 

 PKI management tools for managing the CA, RA, and various runtime 

components. 

 Applications that make use of the PKI services. 

 Documentation and training to support the infrastructure. 
 

 
 

Digital Certificates 
Digital Certificates are proofs of identity in the online world. They are similar to a 

passport or a driver’s license. They attest to your identity because they are issued by a 

trusted 3
rd 

party. The trusted 3
rd 

party that issues the Digital Certificate is the 

Certificate Authority. Some Certificate Authorities can be trusted more than others. So 

before you accept a Digital Certificate consider which Certificate Authority issued it. 

 
Digital Certificates are the structures that bind the public and private keys together 

and the owner to a certificate. 

 
Digital Certificates can be used by applications in your infrastructure that are visible to 

the end user such as accessing secure web sites, using email, instant messaging as well as 

other applications.  Certificates are also used by various components in your security 

infrastructure that may be transparent to you. For example certificates may be used 

internal to some applications to implement secure exchange of data, such as secure 

tunnels (VPN) or SSL (https) 



 

The high level process for obtaining a digital certificate is as follows: 

 
1.   A user contacts a certificate authority requesting a private/public key pair 

2.   The certificate authority requests proof of identity and payment for most types of 

certificates 

3.   You (the user requesting the certificate) create a private key that is known only to 

you. 

4.   You provide identification information including a mail address that the 

certificate can be sent to. 

5.   If the application is approved the certificate is emailed to you. 

6.   When you receive the certificate you load it into your system via the browser. 

 
X.509 is the standard used for defining the structure of a digital certificate. See: 

http://www.ietf.org/rfc/rfc2459.txt 
 
Following is a sample certificate copied from a browser. Make note of the description for 

what this certificate is used for. 

 

 

http://www.ietf.org/rfc/rfc2459.txt


 

If you go to the details tab you will see detailed information about the certificate. 

Remember the certificate represents the key. 

 
Some certificates are preloaded on a new system because they are required to operate 

various services. The certificates are issued as a result of trusted agreements made 

between suppliers and certificate authorities (i.e. VeriSign and Microsoft). 

 
Many certificates have been loaded into your browser from various websites you have 

visited. How you navigate to your certificates depends on the browser type and version 

you are using. I can view my certificates using Google Chrome and Firefox as follows. 

 
To view certificates that are currently loaded into your systems go to your browser and 

look at: (be careful to not modify or delete anything) 

 
Google Chrome 

Settings -> Show Advanced Settings -> Manage Certificates 

 

 
 

 
 

Mozilla Firefox 

Tools -> Options -> Advanced -> View Certificates -. (Authorities 

Tab) 
 
 
 
 

Attributes of PKI 
There are numerous algorithms that implement PKI functionality. Some perform 
encryption, some key exchange and some both. Some systems implement algorithms and 

a complete PKI infrastructure including key storage, key distribution and more. 

 
It is common to have Public keys that are 1024 or 2048 bits long and larger. The 

relationship between the public and private keys is typically done by selecting key values 

that are based on prime numbers. The two keys are then related using some mathematic 

operations. 

 
Public Key Infrastructure has the following attributes: 

 

 

 The encryption algorithms are much slower than symmetric encryption. They 

need a much larger key size. 

 A secure infrastructure is needed to secure the private and public key. The 

infrastructure must be able to generate keys, revoke keys and distribute keys. 



 Trusted Third Parties for certificate authorities are hard to find. Trusted ones are 

not perfect either, so security can be an issue. 

 
PKI (asymmetric encryption) is used in conjunction with symmetric encryption 

algorithms to implement robust encryption systems on many websites and in many 

applications. 
 

 
 

Applications that use PKI 
Your system implements encryption at various levels. Some encryption is implemented 
without the user doing anything. Other implementations of encryption would require the 

user to explicitly do something. 

 
Exchange of Symmetric Keys 
A common use of PKI is to implement secure exchange of the secret key used in 
symmetric encryption. Applications want to take advantage of the performance with 

symmetric encryption, but they need a secure way to distribute the secret key. PKI 

provides the answer. 

 
SSL Protocol 
SSL (Secure Sockets Layer) is a protocol implemented at the application level of the 
TCP/IP protocol stack. SSL ensures the secure exchange of information between two 

endpoints by using encryption. Several types of encryption can be used, for negotiating 

and maintaining the secure connection. 

 
Whenever you are in a browser and access a website with an https// url you are using SSL 

and PKI services. 

 
TLS Protocol 
TLS (Transport Layer Security) is the successor to the SSL protocol. It provides a more 
secure environment than SSL. It is used for secure internet connections between web 

browsers and servers, mail systems, and other applications. 
 

 
 

VPN 
VPN (Virtual Private Networks) implement secure message exchange (authentication, 
integrity, confidentiality) using PKI. VPNs can be implemented using IPsec or L2TP. 

Both methods require PKI infrastructure for encryption, authentication and key exchange. 
 

 
 

IPsec (Internet Protocol Security) 
IPsec is a protocol suite used for securing transmissions between two endpoints using 
authentication and encryption.  IPsec operates at a lower level of the IP stack which 

allows a larger number of applications to take advantage of its encryption and 

authentication features. IPsec is used by both IPv4 and IPv6 protocols. IPsec makes use 



of PKI functionality to implement encryption, authentication, key exchange and other 

features. 
 

 
 

PGP (Pretty Good Privacy) 
PGP (Pretty Good Privacy) is a PKI application that does not rely on using certificates. It 
uses a concept referred to as “Web of Trust”. It first implemented a mail system for 

exchanging encrypted mail and grew to include general encryption and key management 

capabilities. It was implemented by Phil Zimmerman and has a very interesting story 

behind its implementation and release. The open source equivalent is OpenPGP or 

GNUGP. 
 

 
 

S/MIME (Secure Internet Multipurpose Mail Extensions) 
This is a standard for signing of email. It was developed by RSA security. It makes use of 
certificate authorities and other PKI services. It can be used in Microsoft mail clients and 

some browsers. 

 
There are many more applications and services that make use of PKI services. 


