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A Unix-Based environment running the Apache HTTP Server
is one of the most common web hosting scenarios on the
Internet. This popularity is reflected both in cost and knowl-
edge base. Although you could buy expensive customer
service, Linux and Apache have huge user-based communi-
ties teaming with activity. Also, you’ll find more professional
and user-created modules for Apache than any other web
service.

In this study unit, you’ll be introduced to Unix-Based 
environments and exposed to its various flavors, common 
shell commands and permission system. You’ll also be intro-
duced to the Apache HTTP Server and install and configure it.
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When you complete this study unit, you’ll be
able to 

• Recognize the key characteristics of Unix-Based 
environments

• Explain how permissions are used in Unix-Based 
environments

• Recognize common shell commands in Unix-Based 
environments

• Differentiate between various distributions of Linux

• Install and configure the Apache HTTP Server

Remember to regularly check “My Courses” on your student homepage.
Your instructor may post additional resources that you can access to
enhance your learning experience.
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INTRODUCTION

The operating system and web service are key components 
to the web client/server relationship. The operating system
determines which maintenance technologies and software 
can be implemented on the web server, including the web
service in many situations. The web service determines 
which features websites will be able to support, specifically
server-side processing technologies. Web services also sup-
port different types of configuration and require a diverse 
set of maintenance skills and/or costs.

In this study unit, you’ll learn about Unix-Based environments
and the Apache HTTP Server. The Unix section will introduce
you to Unix and its variants, while the Apache section will
show you how to install and configure the web service. The
graded project will then use Apache to configure your fan
club website with a new Perl script.

UNIX-BASED ENVIRONMENTS

Originally developed in 1969 at Bell Labs, Unix was one of the
first operating systems to support multitasking and multiple
users. Unix was designed to be portable across a variety of
systems including mobile devices and was built with integration
from many small programs, rather than a single, monolithic
system. Most importantly, Unix was intended to efficiently
use the processing power of lower-end computers. As with

Unix-Based Environments
and Apache HTTP Server
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most advances in computers, it had to do with gaming—Ken
Thompson and Dennis Ritchie wanted to play a game named
Space Travel on an older PDP-7 minicomputer!

Because AT&T couldn’t sell Unix as a product, they instead
freely licensed its use to various universities, commercial
firms and United States government entities. Initially, there
was no graphical user interface (GUI) to Unix, only a command
line. But by the 1980s, a rudimentary GUI system known 
as X-Window was introduced (Figure 1).

FIGURE 1—Unix X-Window
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When AT&T was broken up in 1983, they tried to commercialize
the current version of Unix (System V). This move didn’t have
the intended effect and instead of making AT&T flush with
new license fees, it spawned the GNU Project. The GNU
Project was the first open-source project. Created by Richard
Stallman at MIT, its goal was to create free software than
relied on other free software shared within the project team
and wider coding community. Not until 1992, when Linus
Torvalds contributed the Linux kernel, did the GNU Project
release the first completely free-software operating system,
known collectively as Linux.

Meanwhile, Berkeley researchers continued to develop upon
older versions of Unix, calling their flavor Berkeley Software
Distribution (BSD). This version became the basis for many
variants including FreeBSD and OpenBSD.

Main Characteristics

Unix first supported the Unix File System (UFS), which divided
hard-drive volumes into data blocks and inodes. Inodes contained
file properties such as author and last modified date, while
the data blocks contain the actual files. This file system is
still supported by FreeBSD, Solaris and many flavors of Linux.
As the file system gained in popularity with PCs, Unix-Based
operating systems also started to support File Allocation Table
(FAT) and FAT32. Linux prefers its own ext4 file system,
while Apple’s OS X uses its proprietary Hierarchical File
System Plus (HFS+).

Unix was the first OS to provide the kernel,
development environment, shell commands
and documentation all in one package
(Figure 2). The main OS component that’s
responsible for handling the interaction
between applications and hardware (CPU,
memory and devices) is known as the 
kernel. As Linux and other variants have
proven, the kernel can be modified and
entirely rewritten. The shell is a special
application that converts commands typed
by the user into instructions executed by FIGURE 2—First X-Windows GUI System
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the kernel. Unix supports many different shells, including 
the Bourne shell, C shell and other variants based on these
two shells.

Unix-Based environments are case-sensitive and rely on the
forward-slash (/), rather than the backward-slash (\), for 
separating directories. The root directory is indicated by the /.
The default home directory is represented by the tilde (~). 
The Unix kernel is located in the /usr/sys directory. Table 1
includes other common directories and what they contain in
Unix-Based environments.

Permissions

Unix security is applied to files and directories using what
are known as classes. For every file and directory, there are
three distinct classes to consider:

• owner—This is the user that controls access to the file or
directory. There can be only one owner and, by default,
the owner is the creator of that file or directory.

• group—This is the user group to which the file or directory
belongs. Although multiple user groups can access a file
or directory, there can be only one user group to which 
it belongs.

Table 1

/bin Contains system executable files available to all users

/etc Contains system configuration files and databases

/home Contains the main document directories for users

/lib Contains system library files

/root Contains the home directory for the superuser (see
Permissions section)

/usr Contains non-system executables, libraries, and other
files

/boot Contains all files required for successful start up

/sys Contains information and drivers for hardware
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• others—This is everyone else but the owner user and
group for the file or directory.

Each class can be assigned one or more of the following 
permissions:

• read (r)—For a file, the file can be opened and its contents
are read-only. For a directory, the file names in a directory
can be viewed, but files in the directory can’t be opened.

• write (w)—For a file, the file can be opened and its 
contents can be modified. For a directory, files in the
directory can be deleted or renamed, and new files 
can be created.

• execute (x)—For a file, the contents of the file can be
run as a binary executable (already compiled) or shell
script (compiled by scripting engines). For a directory,
files in the directory can have their content and informa-
tion accessed only if filename is known.

If no permission is assigned, then the hyphen (-) is used.
Each class is assigned a combination of these permissions.
For example, take the following file permission:

rw-r—r—

This means that the owner can read and write to the file,
while all other user groups, including the user group that
owns the file, can have only read-only access. Although 
this system is very readable, it can get a bit unwieldy when
controlling permissions, so a numerical representation was
created for each class (Table 2).

Table 2

0 --- No permissions

1 --x Execute only

2 -w- Write only

3 -wx Write and execute

4 r-- Read only

5 r-x Read and execute

6 rw- Read and write

7 rwx All permissions
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This means the previous example could be represented
numerically as 644 (6 for the owner and 4 for the owner
group and everyone else), rather than rw-r—r—. When 
considering files and directories in websites, you should be
careful in assigning permissions. Too much permission, and
users can hack your site content, while too little permission
will prevent users from viewing web content at all. Table 3 
provides some common permission settings for files and
directories in websites.

In Unix-Based environments, there’s one user to whom these
permissions don’t apply. That user is known by the superuser
account root. The root account has all permissions to all
files and directories on the server and can also change own-
ership of files and directories. It’s unlikely that you’ll have
access to the root account on a remote web host, but you
may need to temporarily elevate your permissions to run 
certain shell commands, including chmod for modifying 
file and folder permissions.

Common Shell Commands 

Because Unix has been around for some time, there are 
many shell commands. Most commands can accept arguments
such as file or directory names and support additional 

Table 3

604 Required permission for a static or dynamic Web page

606 Required permission for data files used by a Web site

705 Required permission for CGI scripts and executables

703 Required permissions for directories that allow user
uploads

705 Required permissions for standard directories in a Web
site
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customization options known as switches with the hyphen (-).
The following list will help you get started:

• Basic file commands

â cd Move to a different directory. cd .. will move to
the parent directory.

â ls List directory contents. ls -l will list the directory
in long format, including all permissions, sizes and
last modified dates.

â cp  Copies file content from a source file to a desti-
nation file.

â mv Moves a file from one location to another.

â rm Deletes a file or directory. rm -r will delete a
directory and all of its content.

â mkdir Creates a directory at the current location.

• Network commands

â ifconfig Displays the basic IP configuration settings
on all network devices.

â netstat Displays the current status of network
ports and routing table. netstat -ain will display the
IP addresses of all active network ports. netstat -r
will show resolved network routes on the server.

â ping  Tests connectivity between the server and a
specified IP address or host name.

â traceroute Displays the path between the server
and a specified IP address or host name. This command
shows each router-to-router forward, known as a hop.

• Permission commands

â sudo Elevate current account to temporarily 
execute commands as root.

â chmod Change the permissions of a file or 
directory.

â chown Change the owner of a file or directory.
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• Help commands

â -? Most commands support this switch for more
information on available switches. You can also try
—help.

â man Open the manual files for the specified com-
mand. For example, man ping would return detailed
documentation on the ping command, including the
author, command version, and so on.

The following command-line demonstration creates a directory,
adds an executable file to that directory, and then changes
its permissions to support execution. The command entered
by the user are displayed in bold.

jhester@TARDIS ~/PennFoster $ mkdir WebFolder

jhester@TARDIS ~/PennFoster $ ls

40208000.pdf  40208200.pdf  40208400.pdf  exercise files
update.exe

40208100.pdf  40208300.pdf  40208500.pdf  images
WebFolder

jhester@TARDIS ~/PennFoster $ mv update.exe
WebFolder/update.exe

jhester@TARDIS ~/PennFoster $ cd WebFolder

jhester@TARDIS ~/PennFoster/WebFolder $ ls -l

total 12

-rw-r—r— 1 jhester jhester 2083 2012-05-28 08:34
update.exe

jhester@TARDIS ~/PennFoster/WebFolder $ sudo chmod
705 update.exe

[sudo] password for jhester: ***********

jhester@TARDIS ~/PennFoster/WebFolder $ ls -l

total 12

-rwx—-r-x 1 jhester jhester 2083 2012-05-28 08:34
update.exe
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Don’t let this command-line demonstration upset you! Most
remote administration in Unix-Based environments is actually
performed on web-based GUI administrative panels such 
as CPanel. Figure 3 shows a screenshot using CPanel for
configuring a website hosted by SiteGround.

FIGURE 3—Using CPanel to Configure a Website
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If you prefer the command-line experience, you can also 
connect to the Unix shell using SSH access but this usually
costs extra.

LINUX DISTRIBUTIONS

To build a Linux machine, you could grab the latest version
of Linux kernel, choose a shell, and then install all third-
party libraries and applications as desired. Because this is
cumbersome work and impossible without Unix expertise,
programmers quickly saw the value in packaging Linux as
distributions for users to install. A distribution (also known 
as distro) includes the operating system with the Linux kernel,
common libraries and utilities and other pre-installed appli-
cations. Distributions can be installed on many different
types of machines, using physical media such as thumb
drives and CDs or installed virtually over the network. 

Rarely does a Linux distribution have every piece of software
you want. Linux distributions use a package manager to 
find, install and remove other software. There are two main
package managements systems: RPM and DPKG. RPM was
developed for Red Hat, while DPKG is the package manager
for Debian-based distributions.

There are over 600 Linux distributions, but many have a 
few common descendants known as upstream distributions. 
If a distribution is descended from another distribution, 
then you know it contains all of the supported features of 
the upstream distribution and that updates will probably
trickle down (unless otherwise indicated).

Primary Distros 

• Debian—This distro was originally intended for educa-
tional purposes and is supported by donations through
several nonprofit organizations. Because it’s completely
community driven, Debian is known for its wealth of 
features and installation options. Over the years, this
distro, more than any other, has been responsible for 
the robust and rich GUI interface common to the modern
Linux experience.
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• Slackware—This distro is the oldest maintained and
considered by purists to be the most “Unix-like.” Initially
created for an artificial intelligence lab, this distro is
known for its ease of configuration and strong adherence
to Unix conventions.

• Red Hat—This distro was the first intended for large
commercial enterprises. Red Hat is completely free and
open-source, but provides subscription-based customer
support. Red Hat became the first one-billion dollar
open-source company in 2012. The Oracle Enterprise 
operating system is based on Red Hat.

Common Distros 
• Arch Linux—This is a minimalist distro intended for

developers and doesn’t provide a front-end GUI for 
many operations. It’s not based on any primary distro.

• Fedora—This is the most popular RPM-based distro.
Because this was created by Red Hat, security and 
compatibility with popular PC machines are its largest
emphases.

• Linux Mint—Based on Ubuntu, Linux Mint is intended
never to be upgraded and supports many proprietary
software components and drivers to provide compatibility
rather than strict adherence to open-source software.
This distro has been highly rated by desktop and server
users the last few years.

• Puppy Linux—At about 100MB, this tiny distribution is
meant to boot into system memory and run off small
drives, even on older PCs. Its main goal is to create and
manage documents. 

• Ubuntu—By far, the most popular Linux distribution
ever. Ubuntu is focused on providing robust functionality
in a fully realized GUI environment with an emphasis on
open-source only software. Over a hundred downstream
distributions are based on Ubuntu, including Aurora OS
(formerly Eeebuntu), Peppermint OS, Chromium OS,
Jolicloud, Moon OS, Moblin, and Xubuntu. Although all
of these downstream distributions share the Ubuntu
base, their purposes and target platforms differ widely.
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Self-Check 1

At the end of each section of Unix-Based Environments and Apache HTTP Server, you’ll be
asked to pause and check your understanding of what you’ve just read by completing a
“Self-Check” exercise. Answering these questions will help you review what you’ve studied
so far. Please complete Self-Check 1 now.

1. Which two characteristics should you use to describe Unix-Based environments?

__________________________________________________________

__________________________________________________________

2. Which two aspects of Unix-Based web hosting are the most favorable?

__________________________________________________________

__________________________________________________________

3. Which aspect of Unix-Based web hosting is the least attractive?

__________________________________________________________

__________________________________________________________

Check your answers with those on page 19.
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APACHE HTTP SERVER

Although typically run in Unix-Based environments, Apache
supports all major platforms, including Windows. Out of the
box, Apache also supports a variety of server-side processing
technologies like Perl and PHP, authentication schemes includ-
ing digest security and SSL and proxy server configurations.
Custom logging and content filtering are also supported
through additional modules. Though not designed to be 
the “fastest” web service, Apache is known to be the most
lightweight and versatile of web services in production. And
best of all, it’s free!

A single configuration file is used for most Apache settings
(Figure 4). The configuration file is broken into two sections:
global environment and server settings. The global environment
includes the default directory locations and loaded modules.
The server settings include the server name, administrative
email, document roots, and other folder configurations.
Configuring virtual hosts or error messages are specified in
other linked configuration files.

FIGURE 4—Contents of the
Text File httpd.conf
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In the following activity, you’ll install the Apache HTTP Server
on your computer.

Activity 1

1. Download the installation file for Apache at
http://httpd.apache.org/download.cgi#apache22.
The installation file is httpd-2.2.22-win32-x86-
no_ssl.msi. This is the Windows 32-bit version of
Apache HTTP Server (httpd) version 2.2.22 without 
SSL support.

2. Launch the installation file if it isn’t running automatically
after the download.

3. Accept the license agreement. Click the Next button,
select the I accept the terms in the license agreement
radio button and then click the Next button again.

4. Briefly read the Read This First screen. This screen
describes the Apache HTTP Server in detail and includes
links to release notes, documentation and community
and commercial support. Click the Next button after 
you are done.

5. Enter your server’s information. Because you’re using
Apache only on your local machine, enter the text local-
host for the Network Domain and Server Name text
boxes. For the Administrator’s Email Address text box
enter your first_name@localhost. In the Install Apache
HTTP Server 2.2 programs and shortcuts for section,
choose the only for the Current User, on Port 8080,
when started Manually radio button. After you complete
the form as follows, click the Next button to continue
(Figure 5).
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6. Leave the default Typical radio button selected and click
the Next button.

7. Click the Change button to alter the default installation
location for Apache. In the Change Current Destination
Folder dialog, type C:\Apache\ in the Folder Name text
box (Figure 6). Then click the OK button to dismiss the
dialog, and click the Next button.

FIGURE 5—Click Next 
after adding your server
information.

FIGURE 6—Add the Folder
destination name.
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8. You’ve completed the configuration. Now it’s time to
install! Click the Install button. The installation may
take several minutes to complete.

9. At the last screen, click the Finish button to end the
installation wizard.

10. Now test that the installation was successful. First, 
you’ll start the Apache web service and then make a
server request using your browser. If the installation 
was a success, then the web service should return the
default page.

11. To run the web service, you need to use the command-
line tool httpd.exe. To launch the Windows command
line, click on the Start Menu, type cmd in the Search
textbox and hit the ENTER key.

12. At the command-line prompt, type the following:
C:\Apache\bin\httpd.exe

13. After hitting the ENTER key, you may get a dialog from
Windows Firewall asking if you want to allow access.
Click the Allow access button to dismiss the dialog. Do
not close out of the command-line window or you’ll stop
the Apache web service.

14. Type the URL http://localhost:8080 in your browser.
You should see a web page that displays the following
text:

15. You can now stop Apache by closing the command-line
window.
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Self-Check 2

1. Which OS platforms does Apache HTTP Server support?

__________________________________________________________

__________________________________________________________

2. What are three advantages of using Apache HTTP Server?

__________________________________________________________

__________________________________________________________

__________________________________________________________

Check your answers with those on page 19.
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NOTES



Self-Check 1
1. The first OS to support multitasking and multiple users. 

2. Cost and variety of available software/hardware. Many
versions of Unix/Linux are completely free, and they 
support a wider variety of software and hardware 
platforms than any proprietary OS.

3. Command-line knowledge. There are many web-based
GUI tools provided by most web hosts, however.

Self-Check 2
1. All Unix-Based platforms and Windows

2. Lightweight, versatile, and free
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OVERVIEW 

After installing Apache HTTP Server, you’re now ready to 
configure it for your website!

Throughout this and future graded projects, you’ll be creating
a fictional website, configuring it in various web server envi-
ronments and then uploading it to the Penn Foster web
server. There’s no better way to apply your knowledge than
by completing a common real-world task!

PROJECT SCENARIO

You’re now asked to test the fan club website on a local
Apache HTTP Server. You should have completed the previous
graded assignment and have the following files:

• index.html—Contains the band name, current lineup,
and a brief history of the band.

• music.html—Contains their music catalog and 
upcoming tour dates.

• fanclub.html—Contains a form to sign-up for the 
band’s fanclub.

If not, go back to the previous graded project and create the
required files and folders. In addition to these pages, you’ll
add the following Perl script in this graded project:

• signup.pl—This script will accept the form data from
fanclub.html and display that data on a welcome page.

INSTRUCTIONS

In this graded project, you’ll need to have installed ActivePerl
from the previous study unit and installed Apache HTTP
Server as directed in the current study unit. In the first section,
you’ll configure Apache for your website. In the second section,
you’ll add a Perl script, modify the fanclub.html file and 
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then test to see if the website works. To make configuration
simpler, you may want to move the band_fan folder with all
of its content to the C:\ drive to shorten its path. The location
will now be C:\band_fan. 

CONFIGURATION

1. Determine the location of the band_fan folder. You can
do this through the GUI by right-clicking the folder and
choosing the Properties option from the context menu
(Figure 7). The folder in which it’s located is the value 
for the Location field. You can either copy-and-paste 
the location or write it down. Click the OK button to 
dismiss the dialog.

FIGURE 7—Web Folder
Properties
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Open the Apache configuration file. This
can be accessed from the Start menu.
Start > All Programs > Apache HTTP
Server 2.2 > Configure Apache Server >
Edit the Apache httpd.conf Configuration
(Figure 8).

2. A dialog may appear indicating that
Windows can’t open the file. If so, select
the Select a program from a list of
installed programs radio button and click
the OK button. You can choose any text
editor you prefer.

3. Find the DocumentRoot directive in the
httpd.conf file. You can use the CTRL-F
shortcut to search for the word without
scrolling through the whole file. 

#
# DocumentRoot: The directory out of
which you’ll serve your
# documents. By default, all requests are taken from this
directory, but
# symbolic links and aliases may be used to point to
other locations.
#
DocumentRoot "C:/Apache/htdocs"

4. Modify the DocumentRoot directive for the band_fan
folder. Warning: You’ll need to change every backslash (\)
in the path to a forward-slash (/). C:\foster\band_fan
should now be C:/foster/band_fan.

DocumentRoot "C:/band_fan"

5. Find the second Directory tag in the httpd.conf file.
You can use the CTRL-F shortcut to search for the
phrase <Directory "C:/Apache/htdocs"> without scrolling
through the whole file.

#
# This should be changed to whatever you set
DocumentRoot to.
#
<Directory "C:/Apache/htdocs">

FIGURE 8—Opening the Apache Configuration
File.



Graded Project24

6. Modify the Directory tag for the band_fan folder.
Warning: You’ll need to change every backslash (\) in the
path to a forward-slash (/).

<Directory "C:/band_fan">

7. Find the Options directive immediately below the
Directory tag.

# The Options directive is both complicated and important.
Please see
#
http://httpd.apache.org/docs/2.2/mod/core.html#options
# for more information.
#
Options Indexes FollowSymLinks

8. Modify the Options directive to support CGI scripts by
adding the option ExecCGI.

Options Indexes FollowSymLinks ExecCGI

9. Find the ScriptAlias directive in the httpd.conf file. 
You can use the CTRL-F shortcut to search for the 
word without scrolling through the whole file. 

#
# ScriptAlias: This controls which directories contain
server scripts.
# ScriptAliases are essentially the same as Aliases,
except that
# documents in the target directory are treated as 
applications and
# run by the server when requested rather than as 
documents sent to the
# client.  The same rules about trailing "/" apply to
ScriptAlias
# directives as to Alias.
#

ScriptAlias /cgi-bin/ "C:/Apache/cgi-bin/"

10. Modify the ScriptAlias directive for the band_fan folder,
including the cgi-bin directory. 

ScriptAlias /cgi-bin/"C:/band_fan/cgi-bin/"
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11. Find the next Directory tag in the httpd.conf file. You
can use the CTRL-F shortcut to search for the phrase
<Directory "C:/Apache/cgi-bin"> without scrolling
through the whole file.

#
# "C:/Apache/cgi-bin" should be changed to whatever
your ScriptAliased
# CGI directory exists, if you have that configured.
#
<Directory "C:/Apache/cgi-bin">

12. Modify the Directory tag for the band_fan folder, including
the cgi-bin directory.

<Directory "C:/band_fan/cgi-bin"> 

13. Save and close the configuration file.

14. If Apache is running, close the command-line window in
which you ran httpd.exe. Otherwise, the configuration
file changes won’t affect the web service.

CGI Scripting and Testing

15. Open a text editor of your choice and type the following
Perl script:

#/perl/bin/perl
use strict;
use warnings;
use CGI;

my $cgi = CGI->new();

print
$cgi->header('text/html'),
$cgi->start_html('Fanclub Signup'),
$cgi->h1('You are now signed up.'),
$cgi->p('Thank you for signing up,' ,
$cgi->strong($cgi->param('name')), '.'),
$cgi->p('The following comment has been submitted:'),
$cgi->blockquote($cgi->param('comments')),
$cgi->end_html;

16. Create a new folder named cgi_bin in the band_fan
folder and save the script with the filename signup.pl.
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17. Open the fanclub.html file in text or HTML editor and
modify the opening form tag as follows:

<form method='post' action='cgi-bin/signup.pl'>

18. Start the Apache web service. Launch the Windows 
command line and type the following at the command-
line prompt:

C:\Apache\bin\httpd.exe

19. Type the URL http://localhost:8080 in your browser.
You should see the homepage index.html for the band
fan club. Click on the links for the other two pages and
verify they work.

20. Test the fanclub.html page by typing in values for the
HTML form controls and then clicking the Join button.

21. You should get a resulting page that displays as follows:

PROJECT SUBMISSION
GUIDELINES

To submit your project, you must provide the signup.pl file
and modified fanclub.html and httpd.conf files. You should
copy the fanclub.html file from the band_fan folder and the
signup.pl file from the cgi-bin folder in the band_fan folder.



The httpd.conf file should be copied (do not move) from the
default location C:\Apache\conf. Move all files to your desktop
or another common folder and then select them together by
holding down the CTRL key while clicking them. To combine
them into a single file for submission, you should right-click
on one of the selected files and choose the Send to >
Compressed (zipped) folder option in the context menu.

The resulting file should be named apache.zip. Submit this
file for grading.

GRADING CRITERIA

Your project will be graded using the following rubric:

• The httpd.conf file includes all 
required modifications 65 points

• The signup.pl file contains 
the correct content 20 points

• The fanclub.html file is 
correctly modified 15 points

TOTAL 100 points

Graded Project 27




